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CSSE 
Goals

To build trust and stronger 
relationships between election 
officials and law enforcement;

To develop solutions that respond 
to and help curb the rise in 
intimidation, threats and violence 
against elections workers;

And to create and share 
resources and best practices for 
law enforcement and election 
officials.
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Why Washington Sheriffs Matter in the 
Election Process
• Public safety leaders

• visible, trusted, accountable in 
communities

• Custodians of law & order
• enforcing election laws, protecting 

election infrastructure
• Partners to election officials

• supporting secure drop boxes, responding 
to threats, maintaining peace
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National Threats, Swatting, Shots Fired, 
& Unknown Substances
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Here in Washington…
Elections staff in Washington and across the country were targeted repeatedly in 2023, most 
prominently during the November general election when white powder was mailed to offices 
across the nation, including King, Pierce, Skagit, Snohomish, Thurston, and Spokane 
counties.

Similar attacks occurred during the Aug. 1 primary, when King County and Okanogan County 
election officials received suspicious substances in envelopes. The envelope and letter 
received by King County Elections were turned over to the United States Postal Inspection 
Service, which performed an analysis that detected trace amounts of fentanyl.

The substance found in the Okanogan County envelope was determined to be unharmful, but 
that testing only happened after the shock of discovering the powder-filled envelope led to 
the evacuation of the county courthouse. Election officials from several Washington 
counties received threats, some being to their lives, during the 2020 election.
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Challenging Visitors and Content Creators

8



9



Two Waves of Bomb Threats

I've planted a bomb (lead azide) in your office’s 
building at 216 SE 4th Street. 

Pendleton, OR – Friday November 8, 5:01pm One of at least 

250
bomb threats 

nationwide



Mailum/CyberFear Threat Actor Mail.ru Threat Actor

Two Types of Bomb Threats

Significant differences emerge between the threats...



Mail.ru is roughly the Russian version of 

Google/Gmail. 

● Anyone can set up an account, does not 

mean the threat came from Russia.

● Owned and operated VK Company which 

is a large technology company in Russia.

The senders…

Mailum/CyberFear are an email service provider 

based out of Poland.

● Emphasis on security / encryption of email. 

● Mission is to make emails private again. 

and No one but you can access your data.

Some threats came from 

Mailum/CyberFear.com

Some threats came from 

Mail.ru



Smaller number of accounts used to send 

threats to multiple targets/states.

● iryna.melin.06@mail[.]ru

● vika.melin.05@mail[.]ru

● skipper.badenhorst@mail[.]ru

*Similar email addresses were used to target 

Tufts University (2022), airports in the Caribbean 

(May 2024), and LGBTQ events (June 2024).

The senders (cont)…

Unique sender names that only sent a small 

number of threats each (1 or 2).

● oregon_bomber@cyberfear[.]com

● oregon_domestic_terrorist@mailum[.]com

● maryland_maga_bomber@cyberfear[.]com

● maga_alex@cyberfear[.]com

● harris@mailum[.]com

● m_lindell.1488@mailum[.]com

*No known prior usage of these accounts.

Key Learning: Lots of unique senders makes it more difficult (but not impossible) for 

election officials and law enforcement to connect the dots in real time.

Sender wanted to make it look 

like it came from an American.

Sender wanted to make it look 

like it came from a Russian.



Mailum/CyberFear Threats

Primarily targeted election offices on Election Day 

and Friday.  Election officials were the first to see 

these threats because they were sent directly to 

election office email accounts.  Election Officials were 

the ones reporting to law enforcement and taking 

action.

Key Learning: Election office locations and contact 

information (phones and email addresses) are easy 

to collect and systematically target. AI will only 

make it easier for bad actors to do this at scale 

going forward.

The targets…



Threat targeting Philadelphia on elections 

day referenced six polling locations in the 

city. The locations were copied/pasted verbatim 

from a roster of all polling locations in 

Philadelphia posted online.

Mail.ru Threat Example

The targets…

Jj’s Cafe Dining Room (1065 E Erie Ave)
Mummers Museum (200-10 Washington Ave) 
Capitolo Recreation Center  (900 Federal Street)
St Maron’s Church (1013 Ellsworth St)
Columbus Square Recreation Center (1200 Wharton St)
Hawthorne Recreation Center (1200 Carpenter St)

Primarily targeted polling locations on election 

day. These were meant to disrupt voting.

Key Learning: We need to think broadly about who 

could be targeted before, during, and after an 

election - and plan accordingly!



Mummers Museum (200-10 Washington Ave) 
● mummersmus@aol[.]com (Correct)
● education@cummermuseum[.]org (Jacksonville, FL)

St Maron’s Church (1013 Ellsworth St)
● parish@saintmaron-clev[.]org (Cleveland, OH)
● stmaronyoungstown@gmail[.]com (Youngstown, OH)
● saintmaroncleveland@gmail[.]com (Cleveland, OH)
● saintmarondetroit@gmail[.]com (Detroit, MI)

Columbus Square Recreation Center (1200 Wharton St)
● RecParksCustomerService@columbus[.]gov (Columbus, OH)

Mail.ru Threat Example

The targets…

Key Learning: Election officials were often the last to 

know about these threats because they were sent to 

private (and often incorrect) email addresses for 

locations all over the country.



Mailum/CyberFear Example Mail.ru Example

Different types of threatening language…

● Extensive details about the bomb’s 

construction and impact   

● Less urgency

● Detonation is contingent on police presence

● Few details

● Sense of urgency

● Evacuation are the focus/goal

Key Learning: Different threat actors have 

different targets and objectives.

I've planted a bomb (lead azide) in your office 
at 305 Main Street. It is small and hidden very 
well. It probably won't damage the building 
very much but it will wound lots of people 
when it explodes. I plan on remotely triggering 
the device's detonation as soon as there is a 
large police presence. 

This email informs you that the 
following locations have been rigged 
with explosives and will detonate 
within an hour, it is imperative that 
you evacuate



Lessons Learned (***Preliminary***)

Lesson #1: Bomb threats are not new – but the scope and scale is 
new.

● Mitigation: Assume that you are going to get a bomb threat/hoax 
around major elections and plan accordingly.

Lesson #2: Bad actors have a range of goals including disruption, 
chaos, and reducing confidence in the election.

● Mitigation: Response should mitigate the security issue while 
reducing the disruption, preventing chaos, and increasing 
confidence in the election process.

Lesson #3: Information sharing on physical security threats is as 
important as information sharing on cybersecurity threats.  

● Mitigation: Information sharing helps EOs and LEs quickly and 
accurately determine real threats from hoaxes in order to reduce 
disruptions.



Potential Emerging Threats
● Drones have been used to disrupt mass 

gathering events, violate protected privacy, 

deliver contraband to incarcerated individuals 

and other nefarious acts by various criminal 

organizations, including drug cartels and 

terrorists.  

● The technology to bring down an illegally 

operated drone exists, but federal law only 

authorizes a select few federal agencies to 

utilize counter-drone equipment. 
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Potential Emerging Threats
● While there are heavy fines and jail time associated 

with this crime, there is no immediate way for local law 

enforcement to disable and bring down an 

unauthorized drone. 

● An EO concerning drone technology and potential 

associated threats, expanded the counter-drone 

infrastructure, particularly at mass gathering events. 

The EO makes some equipment funding available to 

state and local agencies, it does not provide local 

jurisdictions with counter-drone authority, as that 

requires a law passed by Congress. 
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Five 
Steps to 

Safer 
Elections
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Law Enforcement Quick Reference Guides
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Examples of hindering or bribing a voter:

● Offering a bribe: A person hands out gift cards outside a ballot drop box 
in exchange for proof that someone voted a certain way.

● Using threats: A person blocks the entrance to a voting center, telling 
voters they’ll regret it if they cast a ballot.

● Unlawful means: Someone spreads false claims that ballots will be 
confiscated at a drop box to scare voters away.

● Authorizing others: A campaign worker instructs volunteers to offer rides 
and cash to voters if they promise to support a candidate.

Examples of Intimidation:
● Late-night voicemail with specific threat

a. Scenario: County elections clerk receives a voicemail: Stop 
certifying those ballots tomorrow or we’ll make sure you lose 
everything — you’ll regret it.

● Stalking/Following a temporary election worker
a. Scenario: A temporary ballot counter notices the same vehicle 

parked outside their home after several shifts; the driver snaps 
photos and leaves notes saying we’re watching.

● Doxxing + violent rhetoric on social media
a. Scenario: A public Facebook group reposts an elections 

manager’s home address and writes: People who help rig 
elections should be taught a lesson.
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Definition: Harassment = knowingly making a threat, putting the victim 
in reasonable fear. Types of threats:

● To injure someone (now or in the future).
● To damage someone’s property.
● To confine or restrain someone.
● To do something intended to seriously harm health or safety.
● Includes electronic threats (texts, emails, social media).

Penalties:

● Normally a gross misdemeanor.
● Elevated to a Class C felony if:

○ Prior harassment convictions.
○ Threat to kill.
○ Target is a criminal justice participant or election official 

doing their job.

Extra protections: Threatened officials and their families can use the 
Address Confidentiality Program.
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Reasonable fear standard:
● The threat must be one that a reasonable election official or 

criminal justice participant would take seriously under the 
circumstances.

● Empty words don’t count if the official can tell the person has no 
ability to carry it out.

Extra protections for officials:
● Harassment targeting election officials or criminal justice 

participants is a Class C felony.
● Coverage extends to their household members.

Who is protected?
● Criminal justice participants = law enforcement, prosecutors, 

corrections staff, probation/parole officers, victim advocates, 
defense attorneys, etc.

● Election officials = staff of the Secretary of State or county 
auditors’ offices, including temporary and part-time workers 
handling voter registration or ballot processing.

Civil remedies remain available — criminal penalties don’t replace 
other legal protections.



27

● Applies during the voting period → 18 days before through Election 
Day.

● Buffer zones:
• 100 feet from voting center or student engagement hub entrance.
• 25 feet from ballot drop box entrance.

● Prohibited activities inside zones:
• Persuading or suggesting how someone should vote.
• Handing out flyers, cards, or petitions.
• Soliciting signatures for petitions.
• Any action interfering with voter freedom or disrupting operations.

● Amplified sound: Not allowed if it can be heard within restricted 
zone.

● Blocking access: Doors, entrances, or free passage cannot be 
obstructed.

● Enforcement: Sheriffs/deputies must stop the activity and may 
arrest violators.

● Penalty: Gross misdemeanor (RCW 9A.20.021) + possible 
prosecution costs.

● Exception: Political party observers may observe, but cannot 
campaign or interfere.
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● Applies to election officers at voting centers or 
ballot drop locations.

● Timeframe: From 18 days before through 
Election Day.

● Prohibition: Election officers cannot do any 
electioneering while on duty at these sites.

● No promoting or opposing candidates.
● No advocating for or against ballot measures.
● No distributing or displaying campaign materials.
● Penalty:

a. Misdemeanor offense.
b. Fine up to $100 plus prosecution costs.
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● Unlawful to possess or carry at:
a. Ballot counting centers
b. Voting centers
c. Student engagement hubs
d. County elections & voter registration offices

● Prohibited items include:
a. Firearms
b. Other dangerous weapons (RCW 9.41.250)
c. Air guns (BB/pellet/CO₂)
d. Stun guns/Tasers (wired or contact)
e. Spring blade knives

● Penalties:
a. 1st violation → Misdemeanor
b. Repeat violations → Gross misdemeanor

● Exceptions:
a. On-duty federal, state, or local law enforcement
b. Trained security hired by a county for election facilities
c. Licensed concealed pistol holders only in voting centers or elections offices 

(NOT in ballot counting centers)

● Absolute ban: All firearms & dangerous weapons prohibited in ballot counting 
centers.
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RCW 29A.84.540 – Removing Ballots
● Unlawful to remove a ballot from:

a. A voting center
b. A ballot drop location

● Penalty: Class C felony (RCW 9A.20.021)

RCW 29A.84.550 – Tampering with Election Materials
● Illegal to deface, remove, or destroy:

a. Supplies or materials used in a voting center, election office, ballot 
counting/storage area, or election system

b. Materials used to help voters prepare their ballot
● Penalty: Class C felony (RCW 9A.20.021)

RCW 29A.84.050 – Tampering with Registration or Ballot Declarations
● Gross misdemeanor to:

a. Destroy, alter, conceal, or discard another person’s completed 
voter registration form, signed ballot declaration, or voted ballot

b. Fail to return another person’s completed voter registration form, 
signed ballot declaration, or ballot by the deadline

● Exceptions: the voter themselves, or county auditor acting lawfully



31

Illegal acts include:
● Tampering with or damaging voting machines/devices.
● Attempting to prevent proper operation of voting equipment.

Unauthorized access to:
● Voting centers or election offices.
● Ballot counting or storage areas.
● Election systems, voting machines, or devices.

Penalty: Class C felony (RCW 9A.20.021).

Crime: Voting while knowingly unqualified.
● Applies when a person knows they are not legally eligible to vote but 

still casts a ballot.
● Penalty: Class C felony (RCW 9A.20.021).
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Crime: Willfully and without authority accessing election facilities or systems.
Covers both physical and electronic access.
Applies to:
● Voting centers
● Election offices
● Ballot counting areas
● Ballot storage areas
● Election systems (hardware or software)

Also illegal to assist or provide access to another person/entity.
Penalty: Class C felony (RCW 9A.20.021).

Applies to any official or officer charged with election duties.
Crimes include:
● Willfully neglecting or refusing to perform legal election duties.
● Providing unauthorized access to election facilities, hardware, or 

software.
● Knowingly or fraudulently violating election laws while on duty.

Penalty: Class C felony (RCW 9A.20.021).
Additional consequence: Officer must forfeit their office if convicted.



Security Assessment Checklist
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Combatting Swatting 
Attempts



Memorandum of 
Understanding



Crisis Communication Intake Forms
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Tabletop Exercises, De-Escalation Training, Political Violence, & Law 
Enforcement Training, Facilitation at the State, County, and Local Levels

Contact Us At: info@safeelections.org, tina@electionsgroup.com
Visit Us At: safeelections.org
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