Outdated
applications and
conversions

Be aware of outdated system risks and be
prepared for conversions

Sonya Singh | IT System Assistant Audit Manager
Audrie Shellhart | IT Systems Auditor
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Agenda

Outdated Applications:

* Business critical applications

* Risks with outdated applications
* What to do about these risks
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Conversions:

Selecting a new application
Moving data

User access impacts
Interfacing impacts

Data backup recovery impacts
Patch management impacts
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What are business essential and mission critical
applications?
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What is an outdated applications?

e Outdated technology
* No longer supported
e Lack of personnel
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Sharing data

SHARING DATA FROM ONE SHARING DATA TO OTHER
DEPARTMENT TO ANOTHER AGENCIES
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What are risks related to outdated application?
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Risks with outdated application

Increased
vulnerability to
security threats

Disruption in Decreased
functionality productivity
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Not meet
standards and
compliance
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Common ldentified Issues

Not
performing risk
assessments

Not having
procedures

J
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Not mitigating
and addressing
risks
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What do you do?

IDENTIFY AND EVALUATE CONDUCT RISK MITIGATE THE RISKS
APPLICATIONS ASSESSMENTS

#J Office of the Washington State Auditor



Frameworks

Computer Security
Resource Center

National Vulnerability
Database

Cybersecurity Insights Blog

National Cybersecurity
Center of Excellence
(NCCoE)

NICE
Blockchain
Extended Reality

SIGN UP TO GET NIST NEWS
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Computer Security Resource Center  Cybersecurity Framework National Vulnerability Database

Advancing the state-of-the-art in IT in such applications as cyber security and biometrics, NIST accelerates the
development and deployment of systems that are reliable, usable, interoperable, and secure; advances measurement
science through innovations in mathematics, statistics, and computer science; and conducts research to develop the

d standard ture for emerging technologies and applications.

NEWS AND UPDATES

Resources ———

The 18 CI5 Critical Security Controls

The 18 CIS Critical Security Controls

The CIS Critical Sec

This latest version, CIS Controls

classes fiptions,

Safeguard

CIS Control 2: Inventory and Control of Software Assets %

rity Controls (CIS Controls) are a pres:

ise to strengthen your cybersecurity posture

ell as th

CIS Control 1: Inventory and Control of Enterprise Assets

CiSPortsllogin & CISHordened Imsges'®  Support  CIsWorenchSignin [ EEREINARIRED /O

COMPANY v SOLUTIONS »  INSIGHTS v JOINCIS v

@ CIS Controls’

prioritized, and simplified set of best practices that you ca

CIS CONTROLS V8.1 AND
1 asset RESOURCES

| LEARN ABOUT IMPLEMENTATION GROUPS —>

ated alignment
of the "G

Click on the individual CIS Control for more information

© ais controls’

Community

| JOIN ACOMMUNITY =>

CIS Control 3: Data Protection

Looking for Previous

CIS Control 4: Secure Configuration of Enterprise Assets and Software Versions?

CIS Control 5: Account Management

CIS Control 6: Access Control Management

| ACCESS VBRESOURCES ANDTOOLS —>

| ACCESS V71 RESOURCES AND TOOLS —>

CIS Control 7: Continuous Vulnerability Management
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Conversions
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What’s a conversion?
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Data moving from one spot to another Version changes, platform changes,
server changes, whole system changes
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Selection

* Business needs
* Bidding and compliance requirements
e Similar systems
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STAFF PROPERLY NEW CONTROLS CREATING A
TRAINED FLOWCHART OF DATA
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Data
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TRANSACTION RATE TABLES OUTSTANDING
HISTORY BALANCES
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CLEAN UP DATA KNOW WHERE RETAIN TESTING
HISTORICAL DATA DOCUMENTATION
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Common issues

Not ensuring data is
complete and accurate

Not retaining testing

o S having a plan
reconciliations/validations Not gap
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Best practices for
implementing a
new application
system

Software
Conversion

Resource
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* Perform backup before and after the conversion

Did you backup?

* Re-evaluate existing procedure

Office of the Washington State Auditor
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Common issues

Lack Lack of procedures, plans and documentation

Lack Lack of vendor monitoring

Lack Lack of test restores

) Office of the Washington State Auditor
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Backup and Recovery
Best Practices
Backup e dasod
Recovery

Resource
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How are you going to Patch the new system?

* Who's responsible for patching? IT or Vendor?
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Common issues
=

LACK OF PROCEDURES LACK OF MONITORING
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Frameworks

Computer Security
Resource Center

National Vulnerability
Database

Cybersecurity Insights Blog

National Cybersecurity
Center of Excellence
(NCCoE)

NICE
Blockchain

Extended Reality

Patch Management Resources
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‘The 18 CIS Critical Security Controls

The 18 CIS Critical Security Controls

The ical Security Col ontrols) are a prescriptive, prioritized, and simplified set of best practices that you can

ry standards and frameworks, revised asset

y function.

Click on the individual CIS Control for more information:

CIS Control 1: Inventory and Control of Enterprise Assets v

CIS Control 2: Inventory and Control of Software Assets ~

Computer Security Resource Center  Cybersecurity Framework National Vulnerability Database

CIS Control 3: Data Protection

Advancing the state-of-the-art in IT in such applications as cyber security and biometrics, NIST accelerates the CIS Control 4; Secure Configuration of Enterprise Assets and Software
development and deployment of systems that are reliable, usable, interoperable, and secure; advances measurement
science through innovations in mathematics, statistics, and computer science; and conducts research to develop the

and standard: ture for emerging technologies and

CIS Control 5: Account Management
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Does the system interface to any other
applications?
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User Access
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PROTECT DATA MINIMIZE RISK OF
UNAUTHORIZED ACTIVITIES
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Common iIssues:

O

LACK OF POLICIES LACK OF LACK OF SEPARATION
MONITORING OF DUTIES
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Monitor activities Monitor Monitor data
transactions

Vendor
Management
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Common issues

NO WRITTEN LACK OF MONITORING
CONTRACTS
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Improve your
cybersecurity without
breaking your budget

crersecunry [

Plannng
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It starts with policy

A guide to jump-starting your
cybersecurity program
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Here are what different groups
need from your IT policies to
#BeCyberSmart
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Summary:

Outdated Applications:
e Identify and evaluate

Conversions:

* Evaluate the application

e datais complete and accurate

* application interfaces

* Perform Backups before and after the conversion

* Ensure patches are monitored

* Perform user access reviews six months after going live and there after according to internal
policies
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Questions?
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Information
Audrie Shellhart
IT Systems Auditor
Audrie.Shellhart@sao.wa.gov
(564) 201- 2964

Sonya Singh, MS-ITAM

IT Systems Assistant Audit Manager
Sonya.Singh@sao.wa.gov

(360) 594-0614

Karen Wilson, CPA, CISA
IT Systems Program Manager
Karen.Wilson@sao.wa.gov

(509) 581-3990 Website: sao.wa.gov
Twitter: @\WaStateAuditor
Facebook: facebook.com/WaStateAuditorsOffice
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